Republic of the Philippines
NATIONAL POLICE COMMISSION
NATIONAL HEADQUARTERS, PHILIPPINE NATIONAL POLICE
OFFICE OF THE CHIEF, PNP
Camp BGen Rafael T Crame, Quezon City

MAY 13 2005

CES(RT)-241211-1414A CIRG
MEM%N?%M Iﬁ UIZAR

POLICIES, GUIDELINES, AND PROCEDURES FOR THE IMPLEMENTATION,
OPERATION, AND MAINTENANCE OF THE PNP SERVICES
MOBILE APPLICATION

1. REFERENCES:
a. Certificate of Compliance for the PNP SERVICES Mobile Application
approved by the CPNP on July 26, 2024;

b. PNP Information System Review and Evaluation Board Resolution No.
2024-002 approved by the CPNP on July 26, 2024;

c. Certificate of Recognition for CES PNP SERVICES Mobile Application
approved by the CPNP on September 25, 2023;

d. PNP Information System Review and Evaluation Board Resolution No.
2023-002 approved by the CPNP on September 25, 2023: and

e. PNP MC No. 2014-033 dated September 1, 2014 entitled, “Revised
Guidelines in the Certification of PNP Information Systems.”

2. RATIONALE:

This Memorandum Circular (MC) seeks to establish and provide
comprehensive guidelines and procedures in the implementation, operation, and
maintenance of the PNP SERVICES mobile application. The Philippine National Police
(PNP) recognizes the importance of leveraging on technology to enhance
communication, improve public access to services, and promote public safety.

3. SITUATION:

In the Philippines, there is a growing demand for the government to provide
better public services, especially as people get more familiar with good governance
principles and advancing technology.

The PNP has proactively identified this and actively seeks improvements
by implementing policies and programs in crime reporting. However, the difficulty in
acquiring hotlines/emergency contact numbers remains a challenge which hinders
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To address this challenge, the PNP introduced the PNP SERVICES mobile
application, which aims to use technology to improve communication and promote
official PNP service links to the public. While the application has the potential to offer
convenience, it is vital to address issues that may arise such as inconsistent user
experiences, privacy concerns, and resource allocation problems.

4. PURPOSE:

The PNP SERVICES mobile application serves as a comprehensive
platform containing various PNP services like the DILG Emergency 911 (E911),
a directory of Police Station Hotlines (City Police Stations, Municipal Police Stations,
Police Community Precincts, and Substations), and consolidated legitimate/official
websites and pages of the PNP. This mobile directory minimizes dependency on
printed versions of the directory, offering users quick and easy access to valid contact
numbers and enabling direct calls and messages from their devices. The following are
the goals in the utilization of the application:

a. Enhance proactive engagement between the PNP and the public;

b. Serve as a One-Stop-Shop portal to view various PNP services from
different offices/units;

c. Increase convenience and accessibility by directly communicating with
the PNP which enhances public participation through the PNP websites
and social media platforms; and

d. Improve coordination within the PNP organization.
5. DEFINITION OF TERMS:

For this MC, the following terms, words, and phrases shall mean or be

understood, as follows:

a. 911 - a phone number used to contact emergency services using all
means of telecommunication lines. For this purpose, emergency
services primarily refer to requests for police assistance, ambulance,
and fire assistance,

b. Directory of Police Station Hotlines - a complete list of contacts of City
Police Stations, Municipal Police Stations, Police Community Precincts,
and Substations;

c. DILG Emergency 911 (E911) Revitalized - is an enhanced program by
the Department of the Interior and Local Government (DILG) to address
emergency cases;

d. Mobile Application - a software designed to run on smartphones and
tablets, encompassing both Android and iOS platforms, enabling
developers to reach a broader audience and provide similar
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e. One-Stop-Shop Portal - the comprehensive collection of various PNP
services in the application, allowing users to access multiple services
from a single platform without the need to search
websites manually;

f. PNP SERVICES Mobile Application - a mobile application developed
by the PNP Communications and Electronics Service (CES) to provide
users with convenient access to various police services and resources.
These include a directory of police stations and links to authentic PNP
mainstream sites; and

g. PNP Websites and Social Media Platform - the official websites and
social media accounts of the PNP that serve as a platform for
disseminating information about the PNP's mission, services,
organizational structure, news updates, and other relevant resources
for the public.

6. GUIDELINES AND POLICIES:
a. General Guidelines:

1) All PNP personnel are encouraged to use and promote the PNP
SERVICES mobile application to all stakeholders and clientele;

2) All links in the mobile application must be updated by the PNP
offices/units concerned;

3) All PNP personnel shall include promoting the PNP SERVICES
mobile application during their community engagements, its
purpose and encourage the public to report fake websites
masquerading as legitimate PNP portal;

4) All PNP offices/units shall immediately report fake websites for
proper investigation and counter-measure to the Directorate for
Information and Communications Technology Management; and

5) Heads of PNP offices/units, which own and maintain a portal
website included in the PNP SERVICES mobile application shall
ensure to update their respective portals/websites.

b. Specific Guidelines:

1) Information Technology Project Officers (ITPO) detailed to PNP
offices/units with services included in the application shall provide
updates on any changes within their shop to the Team Secretariat;
CERTIFIED TRUE TOPY FROM THE RBTETN A,
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3) The Secretariat shall coordinate with PNP offices/units having
services included in the application every month to check for any
changes in the services included in the application.

Responsibilities:

1) DICTM

a) Supervise the effective and successful implementation of the
directive; and

b) Perform other tasks as directed.

2) DPCR

a) Initiate information dissemination and promotional programs for
the PNP SERVICES mobile application, especially for
stakeholders and the community;

b) Monitor the implementation and compliance with this MC; and
c) Perform other tasks as directed.

3) ACG
a) ldentify websites that closely resemble the appearance,
domain name, or content of legitimate PNP websites and
coordinate with website hosting providers, internet service
providers, and domain registrars to have fake and clone sites
taken down;

b) Launch public awareness campaigns to educate the public
about the dangers of fake and clone sites impersonating
legitimate PNP websites;

c) Identify and undertake the process of taking down fake
websites masquerading as legitimate PNP entities;

d) Educate the public about the risks associated with these
deceptive platforms, empowering them to recognize and avoid
such scams;

e) Foster collaboration with relevant stakeholders to strengthen
online security and protect the integrity of the PNP's digital
presence; and
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CES

a) Ensure maintenance and functionality of the mobile application
including updating the PNP directory, links, and features;

b) Ensure that the application can be downloaded from public
websites such as but not limited to the PNP Website, Google
Play Store, and App Store, free of charge and
no advertisement;

c) Provide audio-visual presentation, infographics, and training
materials to police personnel on the proper usage of the
application;

d) Ensure proper updating of the application at the end of the
month if there are any changes or if deemed necessary.
However, only the device user or owner has the control to
update the application in the Google Play Store or App Store;

e) Ensure to provide trainings/seminars to police personnel on the
proper usage of the PNP SERVICES mobile application; and

f) Perform other tasks as directed.

ITMS
a) Provide technical support in the implementation of this MC;

b) Provide technical support on future feature updates of the
application; and

c) Perform other tasks as directed.

Other NSUs/Offices
a) Encourage all its personnel to use and promote the application;

b) Send a request to CES for possible inclusion or any updates
on the links that their offices or units have provided; and

c) Perform other tasks as directed.

PROs

a) Conduct information dissemination and encourage
stakeholders to use the PNP SERVICES mobile application,;

b) Encourage all its personnel to use and promote the application;

c) Send arequest to CES for inclusion or updates on the links and
hotline directory by respective PROs;&ERLEIED. TRUE COPY FROM THE ORIGIN
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d) Provide an updated database directory to Regional
Communications and Electronics Units;

e) Disseminate information about the mobile application’s
features and benefits to stakeholders and the public.
Encourage all PNP personnel to use and promote the app to
their communities. Request the CES to update the links and
hotline directory in respective PROs to ensure accurate and up-
to-date information is available to users;

f) The police stations shall ensure that appropriate measures are
in place to safeguard the confidentiality of the users who report
incidents through the application; and

g) Perform other tasks as directed.

7. CONFIDENTIALITY CLAUSE:

All personnel shall maintain the confidentiality of any classified information
pertaining to the PNP SERVICES mobile application, including but not limited to:
a. Source code, algorithms, and programming techniques,

b. User data, including personal information, location data, and
usage patterns,

c. Proprietary information related to the PNP SERVICES mobile
application, such as features, functionality, and organizational plans;
and

d. Any other information that is not publicly available and that is reasonably
considered confidential.

8. PENAL CLAUSE:

All personnel who violate any of the provisions of this MC shall be held
administratively liable under NAPOLCOM MC No. 2016-002 as amended by
NAPOLCOM MC No. 2019-005 or the 2017 Rules on Administrative Cases in the Civil
Service, whichever is applicable.

9. REVIEW CLAUSE:

This MC shall be reviewed by the DICTM every three years or as may be
necessary, especially when related laws are enacted and other circulars are issued,
or there is an existence/procurement/development of new technology to ascertain
whether the provisions of this MC are still responsive or need updating, revision,
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10. REPEALING CLAUSE:

All existing PNP directives and other issuances contrary to or inconsistent
with the provisions of this MC are hereby rescinded or modified accordingly.

11. EFFECTIVITY:

This MC shall take effect after 15 days from filing a copy thereof at the
University of the Philippines Law Center in consonance with Section 3, Chapter 2,
Book VIl of Executive Order No. 292, otherwise known as the “Revised Administrative
Code of 1987,” as amended.

CISCO D MARBIL

Distribution:
Command Group
IG, IAS
Cmdrs, APCs
D-Staff
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